Mogynb "Aygum 6e3onacHocmu” gnsa rnpusioxeHus "TioHep"

Mpu nepexoge Bo BKAAGKY "Aygum 6e3omnacHocmu" omobpaxxailomcs gocmyrnHble Memogbl ayguma. £cnu Memog MoJibKo

OgUH, MO KOPMOYHA pacmsarusaemcs no LupuHe oKHa (MaKCUMAibHAA LWWUPUHA Kapmouku 1200px).
MOXXHO 3anycmumb NPoBepPKY Mo OgHOMY Memogy unu no BceM cpasy. EcNUu Memog MOJIbKO OguH, MO KHOMKA g

CKpbliBaemcs, ocmaemcs morsibKo KHonka "lNMNpoBepka” BHU3Y cmpaHuL,bl.

LleHTp 6e3onacHoCcTM =

© Ayaut 6e3oMnacHoOCTH

AyouT 6e3onacHoOCTHU

BesonacHasi HacTpouKa onepaLMoHHON
cuctembl no metoguke ®CTIK

HacToswume PekoMmeHgauum nogfiexar peannsauum B
roCyaapCTBEHHbIX MHGOPMALMOHHbIX CUCTEMAX U Ha
06beKTax KpUTUYECKON MHOOPMALMOHHOM
nHdpacTpykTypbl Poccuiickon Gegepaumm, MOCTPOEHHbIX
C UCMOJIb30BaHMEM OMepPaLMOHHbIX CUCTeM Linux,
HecepTUOULMPOBAHHbLIX MO TPe6oBaHUSM 6€30MacHOCTH
MHGOPMaLMK, A0 UX 3aMeHbI Ha CepPTUGULMPOBAHHbIE
OTeYeCTBEHHbIE OnepaLMOHHbIE CUCTEMBI.

3 13 6 NYHKTOB BbIMNOSIHEHO Mepeutn

Be3onacHasi HacTponkKa onepaLuoHHOU
cuctembl no metoguke ®CTIK

HacTosAuwme PekomeHgaumm nogsiexar peannsaumum B
FOCYAaPCTBEHHbIX MHOPMALMOHHBIX CUCTEMAX U Ha
06bEeKTax KpUTUUYECKON MHOOPMAaLMOHHOM
HOpacTpyKTypbl Poccuinckon Gepepanmn, NOCTPOEHHbIX
C UCMONb30BaHMEM OMePaLMOHHbIX CUCTEM Linux,
HecepTUOULMPOBAHHbLIX MO TPe6GoBaHUSAM 6e30MacHOCTH
nHbGOPMaLMn, L0 X 3aMeHbl Ha CEPTUOULMPOBAHHbIE
0TeYECTBEHHbIE ONepPaLMOHHbIE CUCTEMBI.

6 13 6 MYHKTOB BbINOSIHEHO MepenTn

)

Ccolnka Ha gokKkymMmeHmauutro

MpoBepKa no onpegeneHHoMy Memogy

BesonacHasi HacTpouKa onepaLMoHHON
cuctembl no metoguke ®CTIK

HacToswume PekoMmeHgauum nogfiexar peannsauum B
roCyaapCTBEHHbIX MHGOPMALMOHHbIX CUCTEMAX U Ha
06beKTax KpUTUYECKON MHOOPMALMOHHOM
nHdpacTpykTypbl Poccuiickon Gegepaumm, MOCTPOEHHbIX
C UCMOJIb30BaHMEM OMepPaLMOHHbIX CUCTeM Linux,
HecepTUOULMPOBAHHbLIX MO TPe6oBaHUSM 6€30MacHOCTH
MHGOPMaLMK, A0 UX 3aMeHbI Ha CepPTUGULMPOBAHHbIE
OTeYeCTBEHHbIE OnepaLMOHHbIE CUCTEMBI.

Tns 6 MYHKTOB BbIMNOJ/IHEHO

< TlpoBepka MNpoBepka No BceM Memogam

{ LeHTp 6e3onacHoCTHU HacTpo#ka npas gocTtyna K o6bekTtam ¢annoBon CUCTEMbI

< LleHTp 6e3onacHoOCTH Be3onacHas HacTponKa onepauuoHHOU cuctembl no metoamuke PCTIK

D
3 13 11 NYHKTOB BbIMOSIHEHO

© AyauTt 6e30MacHOCTH

o o I |
O Ayant GesonacHocTu HacToswme PekoMeHgaLmm NognexaT peanmsaumm B rocygapCTBeHHbIX MHPOPMALMOHHbBIX CUCTEMAX U Ha 06BbEKTaX KpUTUYECKON MHGOPMAaLMOHHON & Tposepka

MHOpPaCTPYKTypbl Poccumnckon Genepaumm, NOCTPOEHHbIX C UCMONIb30BaHNEM ONepaLMOHHbIX CUCTEM Linux, HecepTUPULMPOBAHHbIX MO TPE6GOBAHUAM

6e30MacHOCTU UHGOPMaLMK, A0 UX 3aMeHbl Ha CEPTUDULIMPOBAHHbIE OTEYECTBEHHbIE ONEePaUNOHHbIE CUCTEMDI.
Tpe6yloT BHUMaHUA

. ]
3 13 6 NYHKTOB BbIMNOSIHEHO

Mpu packpbimuu gpyroll CMpoKu

< lposepka
rnpegolgyLuas 3aKkpbiBaemcs

MpaBa gocTtyna K ¢annam, BbIMOAHAEMbIM C MOMOLLBIO sudo

TpeGyloT BHUMaHUA YCTaHOBUTb KOPPEKTHbIE NpaBa A0oCTyna K dainam, BbiNoHAEMbIM C MOMOLLbIO sudo NyTEM M3MeHeHUs Bnagesbla KOMaHaom Ans KaXaoro

NCrioJsiIHdemMoro Cl)aplﬂa, KOTOprl7I MOXHO 3amnyckKaTtb C NpUBUNIErUAMU Cyrneprnonib3oBaTensd root, HO BnageibLemM KOTOPOro ABndeTcs O06bIYHbIN

HacTponka aBTOpu3auum B ornepaunoHHON CUCTEME nonb3oBaTesib:

chown root nyTb_K_¢anny

OrpaHquHme MeXaHU3MOB MoJty4yeHuA I'IpVIBVIJ'IGFVIVI 5 5
3aTeM BbINOJIHEHUTb KOMaHbl A8 KaXA0ro MCNofHAeMoro cpavma, KOTOPbIK MOXXHO 3anyCcKaTb C NMpUBUNErMaMu cynepnosib3oBaTtenid root u K

KOTOPOMY UMEKT AOCTYIN Ha 3alfncCb BCe MoJib30BaTes1N:

HacTpouka npaB gocTtyna K o6bektam ¢pannoBon CUCTEMDI y
chmod go-w nyTb_K_¢paunny

BbinosiHeHHble
[MpaBa gocTyna K CTapTOBbIM CKPUNTaM CUCTEMDbI

HacTponka mexaHn3moB 3awuTbl sapa Linux
MpaBa f4ocTyna K CUCTEMHbIM pannam 3agaHnin (KoHOUrypaumoHHbiM ¢pannam) cron

YMeHbLUEHNE NepuMeTpa ataku sapa Linux
MpaBa pocTyna K UCNofHAeMbIM dpannam n 6MéamoTekamMm onepauuoHHON CUCTEMDI

HacTpouka cpencTs 3awuTbl NOMb30BaATENbCKOro NPOCTPaHCTBA CO CTOPOHDI sapa Linux
MpaBa poctyna K SUID/SGID-npunoXxeHuam

MpaBa gocTyna K cogep>XMMoMy AOMaLLHUX OUPEKTOPUA NoNb3oBaTenen

MpaBa gocTyna K AOMaLLHUM OUPEKTOPUSIM Nonb3oBaTenemn

(2 OokymeHTauus

BbinosHeHHbIe

MpaBa pocTtyna K ¢annam 3anyLLeHHbIX NpoLeccoB

Mpu NponiucmMbIBAHUU BHU3 cmamyc6ap u kHonka "MpoBepumb" ocmatomca 3aKperneHHbIMU CBepXy. MpaBsa 4OCTYNa K hailnam HaCTPOMKM NoNb3oBaTENei

< LleHTp 6e3onacHoOCTHU HacTpo#ka npas gocTtyna K o6bekTtam ¢annoBon CUCTEMbI

lNpaBa OOCTYyMna K ¢a17|naM, BbINOJIHAKOLWNMCA C MOMOLLBbHO MJ1aHNPOBLLMKa 3ada4y cron HeaBTOPU3OBaHHbIMU MOJ1Ib30BaTENAMMU
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3 13 11 NYHKTOB BbIMNOSIHEHO

© Ayaut 6e3oMnacHoOCTH & TMpoBepka

NCrioJsiIHdemMoro cbal?lna, KOTOprl7I MOXHO 3amnyckKaTtb C NpUBUNIErUAMU Cymneprnonb3oBaTensd root, HO BnageibLeM KOTOPOro ABndeTcs O0ObIYHbIN
NnoJsib3oBaTeslb:

chown root nyTb_K_¢anny

3aTeM BbINOJIHEHUTb KOMaHbl A8 KaXA0ro MCNofHAeMoro cpaPlna, KOTOprlZ MOXHO 3amnycKaTtb C NPUBUIErUAMU Cynepnonb3oBaTend root n K
KOTOPOMY UMEKT AOCTYIN Ha 3alfncCb BCe MoJib30BaTes1N:

chmod go-w nyTb_k_dpanny

[MpaBa gocTyna K CTapTOBbIM CKpUMNTaM CUCTEMbI
MpaBa f4ocTyna K CUCTEMHbIM pannam 3agaHnin (KoHOUrypaumoHHbiM ¢pannam) cron
MpaBa pocTyna K UCNofHAeMbIM dpannam n 6MéamoTekamMm onepauuoHHON CUCTEMDI

MpaBa poctyna K SUID/SGID-npunoXxeHuam

MpaBa AOCTYNa K COAEPXUMOMY AOMALLHIX AMPEKTOPMI NONb3oBaTeNel B 3aBUCUMOCMU oM Kojlu4ecmBd BbIMNOJIHEHHbIX MYHKMOB U3MeHsemcs cmamyc BbiNoSIHEHUA peKoMeHgauul.

BbinonHeHHbIe .

npOBepKa 113 6 NMYHKTOB BbIMOJIHEHO

MpaBa pocTtyna K ¢annam 3anyLLeHHbIX NpoLeccoB
(G

Mposepka 3 13 6 NYHKTOB BbIMOIHEHO

MpaBa gocTtyna K ¢annam HaCTPOMKK Nonb3oBaTenemn

G D
6 13 6 NYHKTOB BbIMNOJIHEHO

MpoBepka

lNpaBa OOCTYyMna K ¢a17|naM, BbINOJIHAKOLWNMCA C MOMOLLBbHO MJ1aHNPOBLLMKa 3ada4y cron HeaBTOPU3OBaHHbIMU MOJ1Ib30BaTENAMMU

MpoBepka BbinonHseTCs NpoBepkKa...




